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International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 

1 . Claims 1,11 and 21 are amended in the amendment filed on 1 1/04/2005. 
Claims 1, 3-5, 7-11, 13-15, 17-21 and 27-33 are pending in this application. 

Allowable Subject Matter 

2. Claims 1 , 3-5, 7-11,1 3-1 5, 1 7-21 and 27-33 allowed over prior art made of 
record. 

The following is an examiner's statement of reasons for allowance: 
As to claim 1 , none of the known prior art alone or in combination neither teach 
nor suggests "receiving a query from a client at a database server that process queries 
for the relational database system, wherein the relational database system comprises a 
plurality of relational tables, wherein each of the relational tables includes an auditing 
flag which indicates whether auditing is enabled for the relational table; determining if 
auditing enabled by checking the auditing flag; if so, automatically modifying the query 
prior to processing the query, so that processing the query causes an auditing record to 
be created and recorded only for selected rows in relational tables that are accessed by 
the query and that satisfy an auditing condition, wherein the auditing condition specifies 
selecting a row based on the value of a field in the row in the relational database;" in 
conjunction with "processing the query at the database server to produce a query result; 
conditionally creating the audit record only for rows in relational tables that are actually 
accessed by the query and that satisfy the auditing condition; recording the audit record 
in an audit record store; and returning the query result to the client." 
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Claims 3-5, 7-10 and 31 are depended on claim 1; therefore, the depended 
claims 3-5, 7-10 and 31 are allowed under the same reason as to claim 1. 

Claim 1 1 is a computer-readable storage medium storing the executable 
instruction to perform the method recited in claim 1 ; therefore, the recited claim 1 1 is 
allowed under the same reason as to claim 1. 

Claims 13-15, 17-20 and 32 are pended on claim 1 1 ; therefore, the depended 
claims 13-15, 17-20 and 32 are allowed under the same reason as to claim 1 1 . 

Claim 21 is an apparatus to perform the method disclosed in claim 1; therefore, 
claim 21 is allowed under the same reason as to claim 1. 

Claim 23-25, 27-30 and 33 are depended on claim 21; therefore, depended 
claims 23-25, 27-30 and 33 are allowed under the same reason as to claim 21. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Conclusion 

3. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
Patents and Publication : 

Bailey etal. US. Patent No. 5,794,252 Patent date: 08/11/1998. 

Mosher, Jr. et al. US. Patent No. 5,799,323 Patent date: 08/25/1998. 
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Mosher, Jr. et al. US. Patent No. 6,553,392 B1 Patent date: 04/22/2003. 
MosherJr. US. Patent No. 6,584,477 B1 Patent date: 06/24/2003. 

Nakao Pub No. US 2005/0257272 A1 Pub date: 11/17/2005. 

NPL: 

PLattini et al. Secure database: state of the art, Security Technogy, 2000, date 10/23- 
25/2000, page 228-237. 

John L. Berg, Data base directions: the next steps, ACM SIGMOS, ACM Press, date 
11/1976. 

Contact Information 

4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Baoquoc N. To whose telephone number is at 571-272- 
4041 or via e-mail BaoquocN.To@uspto.gov. The examiner can normally be reached 
on Monday-Friday: 8:00 AM -4:30 PM, EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Breene can be reached at 571-272-4107. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 

Any response to this action should be mailed to: 
Commissioner of Patents and Trademarks 
Washington, D.C. 20231. 

The fax numbers for the organization where this application or proceeding is 
assigned are as follow: 

(571 ) -273-8300 [Official Communication] 

BQTo /7/ 

January 22rd, 2006 / ' 



